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INTRO
slides, links, further reads & can be found online:

https://debugging.works/blog/the-current-state-of-full-disk-encryption-is-still-not-good
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MOTIVATION & THREAT MODEL

• tech people: fde works, just use it

• reality: why are cops able to unlock most phones?

• cops are real threat

• expectation

▪ device is encrypted

▪ they have physical access

▪ my data stays safe

• from a technical point of view

▪ physical access (device seized)

▪ unattended physical access (backdoor case)
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SMARTPHONE SECURITY
Let's talk about Cellebrite.
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GRAPHENEOS AUTO REBOOT

12



13





APPLE: WE CAN ALSO DO THAT
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ANDROID: MAYBE WE SHOULD HAVE THIS, TOO
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LINUX: I WANT TO HAVE THIS, TOO!

• GrapheneOS's auto reboot feature for Linux laptops

• https://debugging.works/blog/grapheneos-auto-reboot-feature-for-linux/
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CHIP-OFF

No video with supported format and
MIME type found.�/�
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BUDAPEST KOMPLEX

https://alleantifa.noblogs.org/post/2025/05/26/21-05-2025-bericht-vom-17-prozesstag/
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INTERIM CONCLUSION

• "fde just works"?

• not the case for smartphones
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LET'S TALK ABOUT LINUX
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ENCRYPT EXISTING LINUX SYSTEM
1. Boot Linux from USB

2. resize2fs -p /dev/nvme0n1p7 511968M
3. cryptsetup reencrypt --encrypt --reduce-device-size 16M /dev/nvme0n1p7

https://srijan.ch/encrypting-an-existing-linux-systems-root-partition
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BOOT PROCESS W/ UNENCRYPTED /BOOT
1. UEFI finds a partition of type EFI System

2. UEFI understands fat file system

3. UEFI can run efi applications

• for example boot loader

• /boot/efi/EFI/ubuntu/grubx64.efi

• which one? EFI variables

4. grubx64.efi mounts unencrypted /boot

5. and runs kernel + initrd

6. initrd: decrypt disk, mount it and run init system
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DEMO: BACKDOORING INITRD
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NEXT STEP: ENCRYPTED /BOOT
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BOOT PROCESS W/ ENCRYPTED /BOOT

• encrypted /boot is supported by grub

• not supported by Ubuntu installer

• what changes:

▪ initrd and kernel are protected/encrypted

▪ decryption of /boot takes place in grubx64.efi

• but: grubx64.efi can still be backdoored

• problem remains: code needs to be verified

• way harder to implement
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POC - EVIL MAID ON ENCRYPTED /BOOT

(BIOS boot, not UEFI)

https://media.ccc.de/v/gpn20-32-poc-implementing-evil-maid-attack-on-encrypted-boot

https://github.com/kmille/evil-maid-attack-on-encrypted-boot
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SECURE BOOT
1. Boot into UEFI firmware

1. enable Secure Boot

2. put it into "Setup Mode"

3. set a password

2. Boot into your Linux system, then

1. Create CA: sbctl create-keys
2. Enroll CA: sbctl enroll-keys
3. Sign your efi application: sbctl sign /boot/efi/EFI/ubuntu/grubx64.efi
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SECURE BOOT

• now we are in a good state:

▪ data is encrypted

▪ integrity of (unencrypted) code is verified

• good: only trust your CA

• good: hard fail

• bad: unnoticed when disabled

▪ bypass firmware password

▪ change firmware settings with programmer
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COLD BOOT ATTACK - BASICS

• well known for a very long time

• full disk encryption key is always stored in memory

▪ even if system is suspended

• general assumption: remove power supply, memory loses its content

• but: it keeps its data for some time

▪ even longer when the RAM bar is cooled (up to a few seconds)
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COLD BOOT ATTACK - HOW IT WORKS
1. Freeze the RAM bar with a cool spray

2. Reset the device: Remove the power supply for a short time

3. Boot from USB stick

4. Read the whole memory and extract the AES master key to decrypt the whole disk
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DEMO: COLD BOOT ATTACK (2008)

No video with supported format and
MIME type found.�/�
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COLD BOOT ATTACK - MITIGATION

• hardware mitigation: Reset Attack Mitigation (2018)

• introduced the MOR bit (Memory Overwrite Request)
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MOR BIT - HOW DOES IT WORK?
1. On a clean OS shutdown, the OS wipes the memory

2. OS tells the firmware: memory was cleared

3. firmware sets MOR bit

4. Next boot

• firmware checks MOR bit

• if memory was not cleared before, firmware clears the RAM

• then, it boots the system
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BYPASSING MOR BIT

• In the same year (2018), F-Secure was able to bypass the Platform Reset Attack Mitigation

• They used a programmer to change the NVRAM before booting from USB
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DEMO: BYPASSING MOR BIT

No video with supported format and
MIME type found.�/�
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SOME NOT SO GREAT MITIGATIONS

• don't left your device unattended

• use Secure Boot with your own CA

▪ attacker can remove the RAM and put it own device

◦ use a device with soldered RAM

• firmware config hardening

▪ password required to boot system in general

▪ password required to change boot order

▪ password prevents attacker from disabling Secure Boot

▪ but: attacker can change these values with a programmer
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COLD BOOT ATTACK: REAL MITIGATIONS

• turn off your device when your are on the way/go to bed

• don't use suspend, use hibernate instead

• hardware memory encryption
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MITIGATION: BUSKILL

No video with supported format and
MIME type found.�/�
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COLD BOOT ATTACK: SUMMARY

• I do not know about latest research (high density memory DDR5/ECC)

• not a physical problem

• you have to

▪ bypass MOR bit with a programmer

▪ or put the RAM in a different device

• you only have a single try

• cops perform cold boot attacks (though not as default)

▪ maybe they are quite happy with Cellebrite + Smartphones
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LET'S TALK ABOUT TPMS

https://debugging.works/blog/tpm-explained/
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WHAT IS A TPM?

• Trusted Platform Module

• dedicated security chip

• Windows requirement

▪ almost all devices have one

• version 2.0

• functions

▪ secure random number generator

▪ private key storage, e.g. it can hold you ssh keys

• passive device
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TPM FOR FDE

• fde key stored inside the TPM

• TPM can be protected by a PIN (can be alphanumeric)

• as a backup, a recovery key should be used

• TPM uses a single luks key slot

• During boot, user enter's the correct PIN to decrypt the disk

• TPM implements lockout mechanism, brute forcing is not possible
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TPM FOR FDE

• disk gets automatically decrypted during boot (like on Windows)

• but only if the device was not modified

• during boot, each component is hashed and verified (PCR)

• also known as Measured Boot

• optionally: protect the TPM with a PIN

▪ so called pre-boot authentication
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PCR

• Platform Control Register

• used to check integrity of the system

• 24 PCR registers (0-23)

• each register

▪ holds a sha256 value

▪ is initialized with zeros

▪ can not be resetted

▪ has a dedicated purpose

• data can only be extended
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HOW ARE COMPONENTS MEASURED?

• each boot component measures the next component

• measuring: hash config/code into a dedicated PCR

• firmware executable code is hashed in PCR 0

• firmware configuration (UEFI settings) is hashed in PCR 1

• firmware hashes Secure Boot state and the trusted CA certificates in PCR 7

• Linux kernel measures all initrds it receives to PCR 9

• boot loader measures the kernel command line in PCR 12

• If a UKI is used, systemd-stub measures the UKI in PCR 11

• systemd-pcrphase measures boot phase strings like “enter-initrd” in PCR 11

• docs: TPM2 PCR Measurements Made by systemd
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LINUX HANDS-ON #1
How to use a TPM for FDE?

commands and output:

https://gist.github.com/kmille/1bc2e4b84adac13f4cc529e9f0b6391a
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WHICH PCRS SHOULD I USE?

• the more the better, as the attack surface shrinks

• but what if they change? Re-enroll TPM

• in practice

▪ PCR 7 (Secure Boot): always constant

▪ PCR 0 (firmware updates): rarely

▪ PCR 1 (firmware configuration): rarely

▪ Kernel/initrd: often
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WHAT IS A SIGNED PCR POLICY?

• two technical ways to use a PCR:

▪ by comparing PCR values (current and the previous ones when enrolled)

▪ the other mechanism works like this:

1. You once generate an asymmetric key pair

2. When enrolling the TPM, you bind the public key to the TPM

3. The UKI is signed with the key bound to the TPM

4. Update the kernel => UKI is re-generated and signed automatically
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LINUX HANDS-ON #2
How to use a signed PCR policy
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WHAT CAN GO WRONG?

• a lot when

▪ not all relevant boot components are measured

▪ especially when not using pre-boot authentication

• worst case: decrypt the disk and get a root shell
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RECOVERY SHELL

• 

• used a microcontroller to simulate a keyboard

• used to hammer the "enter" key

• suddenly, a recovery shell popped up

https://pulsesecurity.co.nz/advisories/tpm-luks-bypass
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RECOVERY SHELL
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RECOVERY SHELL
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KERNEL PARAMETERS
kernel command line not measured?

1. Edit parameters: init=/bin/bash
2. Get a root shell

3. Just use initrd's tools to decrypt the disk

4. Profit
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PCR 9 - INITRD

• 

• in this setup:

▪ initrd was not measured

▪ initrd stored in unencrypted /boot

▪ Secure Boot is enabled

◦ initrd is not verified by Secure Boot

▪ UKI was not used

• attack: just modify initrd

▪ pop a shell, unlock disk & profit

https://blog.securityinnovation.com/preventing-initramfs-attacks-tpm
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TPMS & COLD BOOT ATTACKS
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TPM SNIFFING

• During decryption, CPU asks the TPM for the key

• TPM checks integrity and sends key back to the CPU

• The traffic on the bus can be sniffed by an attacker

• Without pre-boot authentication:

▪ unlimited number of tries for the attacker
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TPM SNIFFING
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TPM SNIFFING
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TPM SNIFFING - STACKSMASHING (FEB 2024)
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TPM SNIFFING - DEMO

No video with supported format and
MIME type found.�/�
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TPM SNIFFING - MITIGATION

• firmware TPMs (fTPM)

▪ TPM embedded inside the CPU

▪ Intel PTT (Intel Platform Trust Technology)

▪ “AMD Firmware TPM”

• TPM traffic can also be encrypted

▪ so called "parameter encryption"
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A FEW WORDS ABOUT THE BROKEN

STATE OF WINDOWS' BITLOCKER

• uses TPM to decrypt the disk automatically during boot

▪ default: no PIN required

• does not implement parameter encryption
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TPM SNIFFING ON WINDOWS

Indeed, the way we perform the attack nowadays allows us to break the
BitLocker protection in only a few minutes on the three major enterprise-

grade laptop manufacturers (i.e. Lenovo, HP, and Dell).

https://blog.scrt.ch/2024/10/28/privilege-escalation-through-tpm-sniffing-when-bitlocker-pin-is-enabled/
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TPM SNIFFING - WORKSHOPS /O\
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BITLOCKER - SUMMARY

• bad: unlimited tries for cold boot attacks

• bad: unlimited tries for TPM sniffing attacks

• BitLocker recovery key is often stored online in the user’s Microsoft account

• bitpixie vulnerability (CVE-2023-21563): a TPM related issue

▪ not fixed, Proof of Concepts are on Github

• the good: all of the issues can be fixed by enabling pre-boot authentication

• but: can only be done by using the command line or Group Policy Editor

• You should expect cops to be able to decrypt Windows devices
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CONCLUSION: ENCRYPTION (STILL) WORKS
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CONCLUSION

• Smartphone situation: very bad

• Windows: flaws everywhere

▪ activate pre-boot authentication

• Mac/macOS: ???

• Linux

▪ fde disabled by default

▪ hard to encrypt existing system

• cold boot attacks

▪ especially a problem on auto-unlock systems

• Secure Boot + TPM: very powerful in combination
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NON TECHNICAL SOLUTIONS (FOR COPS)
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BY ROLE PLAY: DHL COURIER
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BY LAW: FINGERPRINT UNLOCK
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BY CAMERA FOOTAGE
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BY COPS BEING COPS

• putting people under pressure

• telling lies

• using violence
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HOW I DO FDE?
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Q&A
sources, fruther reads & slides can be found:

https://debugging.works/blog/the-current-state-of-full-disk-encryption-is-still-not-good
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